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AMENDMENTS TO THE CLAIMS 

1 . (Currently Amended) A cryptographic apparatus comprising: 

plaintext packet receiver for receiving packet data transmitted and received 
between terminals; 

a fragmentation determination unit for making a determination as to whether 
there is a need for fragmentation of the packet data by computing the packet length 
when the packet data is encrypted and by comparing the computed packet length with a 
predetermined packet length; 

a fragmentation unit for dividing the packet data into a plurality of divided data 
groups if it is determined that there is a need for fragmentation of the packet data as a 
result of said determination, said fragmentation unit setting the divided data groups in a 
plurality of divided data packets of a predetermined data structure capable of being 
transmitted to and reconstructed in a transmission destination terminal, said 
fragmentation unit adding, to each divided data packet, control information for ensuring 
continuity between the divided data packets; 

an encryption unit for separately encrypting the plurality of divided data packets 
to form a plurality of encrypted packets; and 

an encrypted packet transmitting unit for transmitting the plurality of encrypted 
packets to th e transm i ss i on d e stinat i on a decryption terminal; 
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wherein the plurality of divided data packets include two or more associated 
divided data packets and the control information permits the associated divided data 
packets to be d e crypted transmitted to the transmission destination terminal 
independently without waiting for the arrival of any other associated divided data packet. 

2. (Original) A cryptographic communication system in which packet data transmitted 
and received between terminals is encrypted by a transmitting-side cryptographic 
apparatus and is decrypted by a receiving-side decryption apparatus; said system 
comprising: 

a cryptographic apparatus according to Claim 1; 

a decryption apparatus which receives the plurality of encrypted packets 
transmitted from said cryptographic apparatus, separately decrypts each of the plurality 
of encrypted packets into the divided data packet, and transmits the plurality of divided 
data packets to a transmission destination terminal in the decryption order; and 

a terminal which receives the plurality of divided data packets and reconstructs 
the divided data groups on the basis of the control information added to each divided 
data packet to obtain the packet data. 

3. (Currently Amended) A cryptographic communication system according to Claim 1 
wherein the a second and any subsequent divided data packet within the pluralitv of 
divided data packets includes an additional IP header. 
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4. (Currently Amended) A cryptographic method, comprising: 

receiving packet data transmitted and received between terminals; 

making a determination as to whether there is a need for fragmentation of the 
packet data by computing the packet length when the packet data is encrypted and by 
comparing the computed packet length with a predetermined packet length; 

dividing the packet data into a plurality of divided data groups if it is determined 
that there is a need for fragmentation of the packet data as a result of said 
determination, setting the divided data groups in a plurality of divided data packets of a 
predetermined data structure capable of being reconstructed in a transmission 
destination terminal, adding, to each divided data packet, control information for 
ensuring continuity between the divided data packets; 

encrypting separately the plurality of divided data packets to form a plurality of 
encrypted packets; and 

transmitting the plurality of encrypted packets to th e transm i ss i on d e st i nat i on a 
decryption terminal: 

wherein the pluralitv of divided data packets r e oo i v o d at th e transm i ssion 
d e st i nat i on t e rm i na l include two or more associated divided data packets and the 
control information permits the associated divided data packets to be decrypt e d 
transmitted to the transmission destination terminal independently without waiting for 
the arrival of any other associated divided data packet. 
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5. (Previously Presented) A cryptographic method in which pacl<et data transmitted and 
received between terminals Is encrypted according to Claim 1, and Is decrypted; said 
method further Including: 

receiving the plurality of encrypted packets; 

decrypting separately each of the plurality of encrypted packets Into the divided 
data packet, 

transmitting the plurality of divided data packets to a transmission destination 
terminal in the decryption order; 

receiving the plurality of divided data packets, and 

reconstructing the divided data groups on the basis of the control infonnation 
added to each divided data packet to obtain the packet data. 

6. (Currently Amended) A cryptographic method according to Claim 4 wherein the a 
second and any subsequent divided data packet within the plurality of divided data 
packets includes an additional IP header. 
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